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KEY MESSAGES

1.

Technology is reshaping strategic
competition and warfare—
transforming how, where, and by
whom power is exerted.

Advanced technologies—such as
Al, cyber tools, and autonomous
systems—are not neutral; they
are now critical instruments of
geopolitical influence, disruption,
and control.

Hybrid and irregular warfare

. China’s grey zone pressure on

Taiwan and North Korea's illicit
crypto operations are examples
of how the Indo-Pacific region has
become a key theatre of high-
tech competition, coercion and
influence.

Australia must cut through
bureaucratic inertia and
accelerate long term capability
development to adapt to this

increasingly blur the lines between » oL

peace and conflict, using low-
cost, tech-enabled tactics,
often below the threshold of
conventional war.

INTRODUCTION

The Indo-Pacific region is increasingly defined by strategic tension, where
competition between major powers plays out not only through military posturing,
but through influence campaigns, economic coercion, and technological edge.
For governments, industries, and communities in the region, this matters deeply—
because the contest for power, influence, and legitimacy' is no longer limited to
distant battlefields or diplomatic backrooms. It is unfolding across our digital
infrastructure, our supply chains, and even our public discourse. Understanding this
evolving landscape is essential for anyone working to secure a stable, sovereign,
and resilient Indo-Pacific future.

k6 |n an era defined by technological advancement,
strategic competition and hybrid warfare, the
battlefield isn’t just in the sea, air, and land domains—
it's also in the information domain.??

Advancements in cyber capabilities, artificial intelligence, autonomous systems,
robotics, surveillance tools, and quantum computing are enabling actors to project
power, shape narratives, disrupt adversaries, and conduct military operations in
ways never seen before. As a result, technology has become both a domain of
competition and a weapon within it, blurring the lines between war and peace,
combatant and civilian, and influence and coercion.

For Australia, this is not a distant concern, but a national imperative demanding
action from across government, industry, and society more broadly.
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€ KEY CONCEPTS

Strategic A systemic rivalry between major powers (such as US-China) playing out
competition across military, economic and normative domains.?

In the Indo-Pacific, strategic competition is now shaped by technological
dominance, alliance-building, and influence operations.®

Technopolitik Technopolitik, for the purposes of this paper, is a nod to the term Realpolitik,*
and refers to the strategic use of technology to influence geopolitical dynamics
and assert national interests. Technology is not neutral — it's a geostrategic
asset used by states to project power, influence narratives, disrupt economies
and create dependencies.

Hybrid warfare Hybrid warfare blends conventional military operations with unconventional
tools such as cyber-attacks, information operations, and economic coercion
to achieve strategic goals. These can be both covert and overt.>¢

Hybrid tactics can be used across the full spectrum of conflict, from peacetime
to full-scale war.

Irregular warfare Irregular warfare is similar to hybrid warfare, but is typically conducted by non-
state, proxy or state-backed actors below the threshold for conventional war.

It is generally more asymmetric in nature, and involves the use of unconventional
tactics like insurgency, guerrilla warfare, sabotage, subversion, and influence
operations.’

Advanced In the context of strategic competition, advanced technology refers to cutting-

technology edge innovations, such as artificial intelligence, quantum computing, autonomous
systems, biotechnology, and cyber capabilities, that are reshaping the global
balance of power. Advanced technologies are not merely tools of progress
but instruments of influence, control, and disruption. They are increasingly
seen as critical national assets that underpin military advantage, economic
competitiveness, and geopolitical leverage.

9 STRATEGIC COMPETITION IN THE ADVANCED TECH ERA

Strategic competition is not new, indeed it defined the 20™ century from World War |, the Cold
War standoff between the US and the Soviet Union, through to the current era of rivalry between
the US and China.

k& |In earlier eras, great power rivalry centred on conventional
military strength, territorial control and industrial capacity. Today,
competition blends military, economic, political and informational
tools, each enabled by digital technologies. !?
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The increasing ubiquity of advanced technology has not changed why strategic competition
occurs. The overarching goals of power, influence and legitimacy remain the same. What has
fundamentally changed, however, is how, where and who takes part.

SOME OF THE KEY CHANGES INCLUDE:

Change

Example

More than ever, the means and
methods of strategic competition are
rapid, low cost, and often covert.

Russia's use of “little green men” and unmarked

cyber incursions during the 2014 Crimea annexation
demonstrated how plausible-deniable state action—using
covert forces and cyber tools—could rapidly shift facts on
the ground without conventional warfare.®

The relatively low barrier to entry and

cost of more ubiquitous technologies

mean that competition is increasingly
asymmetric, opening the door to non-
traditional and small state actors.

During the Russia-Ukraine war, Ukrainian hacktivist
collectives infiltrated a Russian drone manufacturer’s
network—deleting 47 terabytes of data and disrupting
its production capabilities—demonstrating how relatively
small, tech-savvy non-state actors can deliver high-
impact results on a strategic scale.’

Offensive cyber operations and cyber
espionage have emerged as central
elements of strategic competition,
giving new means to attack, sabotage,
undermine, spy, and influence.”

Multiple China-linked hacker groups exploited a
vulnerability in Microsoft SharePoint servers in July 2025,
compromising as many as 100 government, industrial, and
healthcare organisations across the US and Germany."

Al, big data, and digital surveillance now
have a significant impact on intelligence
and military decision-making."

During Exercise Talisman Sabre 2025, Australian and allied
forces tested Al-driven systems like the SAF-Foresight 3D
tool and BigBear.ai's ConductorOS to fuse real-time sensor
data and improve soldier safety and command decisions.”

Modern technology can be used for
economic coercion or to target critical
infrastructure.

In November 2020, India’s Maharashtra state power grid
was knocked offline in a highly sophisticated cyberattack—
widely attributed to China-backed actors—highlighting
how adversaries now weaponise digital tools to create
economic disruption and threaten critical infrastructure.'

Digital communications and cyber
capabilities can be used to erode public
support, damage trust in institutions,
and create societal divisions.

Ahead of Australia’s Indigenous Voice to Parliament
referendum, China-linked accounts amplified far-right
narratives online, demonstrating how foreign digital
influence campaigns can damage institutional trust and
polarize domestic discourse.”

Digital communications and real-time
information sharing have profoundly
changed Command, Control and
Communication (C3) structures.

Modern communications systems allow for real-time
battlefield decision-making, provide tactical advantages
that would not be possible with analogue systems, and
allow for communications from remote and hostile
locations for more extended periods of time."®

Innovation and supply chains, particularly in relation to Al or critical minerals, have also emerged
as key points of tension in today’'s era of great power rivalry. In a competition now facilitated
by digital tools, actors have a vested interest in monopolising both the innovation and supply

of these critical assets.
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9 TECHNOLOGY IS RESHAPING CONFLICT AND WARFARE

Like strategic competition, the impact of technology on conflict and warfare has been profound.

For example, on 1 June 2025, Ukraine conducted ‘Operation Spiderweb’, a drone attack that
targeted Russia’s long-range bomber fleet.” The operation used 116 small-strike drones, smuggled
into Russia disguised as cargo in trucks, to simultaneously attack four Russian airbases. Control
was maintained using Russian communications networks and Al-driven course-correction
capabilities.” The tactical ingenuity, low cost, and technological aspects of this attack make it a
compelling example of how the asymmetric warfare playbook is being rewritten, and how tech-
enabled tactics can cripple a larger adversary’s strategic assets. The attack was coordinated,
multi-theatre, and long-range using low-cost technologies, paired with non-kinetic means of
warfare, like deception and strategic surprise.

Some of the most significant changes to conflict and warfare include:

A

The battlefield is no longer just in the sea, air or land. It has expanded to new domains,
with cyberspace, outer space, and the electromagnetic spectrum now critical arenas for
military operations.'”

Warfare is increasingly conducted through remote and autonomous systems (such as
drones and robotics), reducing risk to personnel and changing the rules of engagement.?°

Digital communications, Al and automation are accelerating the speed of warfare,
enabling faster targeting, decision-making, and situational awareness.”

Cyberattacks can now disable or degrade enemy capabilities without a single shot being
fired—crippling command systems, jamming communications, or disrupting logistics
and infrastructure.??

Information warfare and psychological operations have become central to military
campaigns, using digital tools to manipulate perception and morale.”®

Precision-guided munitions and networked weapons systems have increased the
lethality and accuracy of strikes.?

Commercial and dual-use technologies have blurred the line between civilian and
military assets, making critical systems more vulnerable and conflict more legally and
ethically complex.?®
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0 STRATEGIC FORESIGHT: WHAT COMES NEXT?

Predicting the future impact of technology on strategic competition and warfare is challenging.
Innovation and tech adoption cycles move at a pace that far outstrips policymaking, which often
only accelerates in times of crisis. However, there are some themes that are widely discussed
among technologists, policy commentators and thought leaders.

D Al-Powered cognitive warfare
Al will increasingly supercharge information and psychological operations.?® Adversaries
will deploy personalised influence campaigns at scale, blending real and synthetic content
to manipulate public opinion and erode societal trust.

D Quantum disruption of cyber norms
Quantum computing may have the future potential to render current encryption obsolete.?”?
States with early adoption of quantum capabilities could gain near-total access to sensitive
data, triggering a paradigm shift in cyber defence, espionage, and secure communications.

B Autonomous conflict at machine speed
While controversial and debated amongst military experts, decision loops may shrink
as autonomous systems and Al begin to conduct parts of the OODA (Observe-Orient-
Decide-Act) loop without human input.?® The risks of accidental escalation or algorithmic
error would rise, potentially leading to conflict or harm.

Fragmentation of tech ecosystems

Decoupling between US-led and China-led technology ecosystems will intensify. This
technological bifurcation will redefine everything from internet standards to supply chains,
placing increased pressure on middle powers to choose or hedge.*°

Weaponisation of everyday tech

W Commercial platforms, personal devices, and loT systems will increasingly be exploited
for strategic ends—from smart appliances used in botnets (a network of hijacked
devices controlled remotely), to social media exploited for influence operations.*'

Grey zone expansion

B Hybrid operations will intensify in areas like infrastructure sabotage, election interference,
subsea cable interference, and space-based disruption—all falling below the threshold
of war but eroding sovereignty.
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Technopolitik in Action:
Case Studies from the Indo-Pacific

CHINA’'S GREY ZONE TACTICS AGAINST TAIWAN

China continues to apply pressure on Taiwan through a combination of grey zone tactics
that stop short of full-scale military conflict.?> These include frequent routine incursions
by drones and surveillance aircraft, disinformation campaigns, and coordinated cyber
operations designed to erode public confidence and test Taiwan's defences. This
strategy reflects a broader trend of using low-cost, high-deniability, tech-enabled
tools to reshape strategic environments without triggering armed conflict.

NORTH KOREA'S ILLICIT FINANCING OF WEAPONS PROGRAM

North Korea has significantly escalated its use of cyber-enabled financial crimes to
circumvent sanctions and fund its weapons programs. State-backed hacking groups
have engaged in extensive cryptocurrency theft, ransomware attacks, and blockchain
manipulation to secure illicit revenue streams. These activities have helped fund its
weapons programs despite heavy global restrictions. In 2022 alone, North Korea is
estimated to have stolen over US$1 billion in cryptocurrency.®

| -

e FROM INSIGHT TO ACTION: AUSTRALIA'S
NATIONAL IMPERATIVE

Technology is not just reshaping the character of strategic competition and conflict—it is
accelerating it. The pursuit of power, influence, and legitimacy endures, but the means of contest
have fundamentally shifted.

Australia is not immune to these shifts. In fact, we are at a pivotal juncture. Our ability to navigate
this new era of technopolitik—to be relevant, secure, and influential—will depend on how quickly
and decisively we adapt.

This demands a sizable cultural and institutional shift. Australia cannot afford to let ambition
be stifled by bureaucracy and election-cycles. We need to cut through the red tape, fast-track
capability development, and empower those at the coalface of innovation—whether in defence
industry, academia, or the otherwise. Every delay is a liability, and every missed opportunity is
space ceded to adversaries who are already moving at speed.

AUKUS Pillar Il is one powerful lever for signalling ambition and accelerating capability. It represents
a tangible mechanism for trilateral cooperation on advanced technologies, and a vehicle to build
deeper trust and interoperability with key allies. But it is not the only mechanism. AUKUS alone
cannot transform Australia into a technology-capable strategic actor. We must pursue parallel
efforts, including through regional partnerships with likeminded middle powers like Japan, through
domestic reform, and through whole-of-nation investment in innovation, skills, and resilience.
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Australia needs to:

71 Ramp up investment and support for building sovereign dual-use technology capabilities,

71 Create a national fast lane for defence and critical technology that removes the burden
of slow procurement and capability development cycles,

7 Mobilise state and local governments as security actors, which are currently underutilised
but can often be the first hit by hybrid threats (e.g. a cyberattack on a hospital or port),
and

7 Make national resilience and preparedness everyone’s business.

If Australia gets this right, we can help shape a more stable, secure and sovereign future in a
region being rapidly redefined by technology. If we get it wrong, others will continue to shape
it for us.
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